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Background and Introduction
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Secure Data Exchange
Secure Data Exchange (also known as SDE), is an easy to use method of securely sharing data files with other market 
participants. The following are some of the key benefits of using SDE:

• Data can be shared securely (GDPR compliant) with individuals across accredited market organisations
• Files of any type can be shared, including zip files
• Each file can be up to a maximum of one gigabyte in size
• There is no limit to the number of files that you can share, meaning that large quantities of data can be shared 

with other trusted market organisations
• Data is securely encrypted and automatically deleted after a maximum of two weeks
• Outdated file sharing systems that are reliant on IT support are no longer required

To use SDE, you must ensure the following:

• Your Organisation has been set up on the Common Services Platform
• Your personal account has been added to Common Services. 
• Your Organisation has chosen to provide SDE to all their users*.
Please speak to your in-house IT team to confirm this.

* Designated Authorised Contacts in Common Services are still able to access SDE even if an organisation has chosen not to allow all users to access SDE.



Accessing Secure Data Exchange
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There are two ways that you can open the SDE application:

1. Open your browser and enter the following URL - https://portal.londonmarketgroup.co.uk/sde/ into the address 
bar. You may wish to bookmark this page for quick access next time.

OR 

2. Open the Common Services Portal : https://portal.londonmarketgroup.co.uk/#/welcome and click on the Secure 
Data Exchange tile on the screen:

https://portal.londonmarketgroup.co.uk/sde/
https://portal.londonmarketgroup.co.uk/#/welcome


Logging into Secure Data Exchange
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1. If prompted, enter your username and password. Typically this will be your Windows user name and password 
that you use to log into your PC. If you setup a separate username and password as part of your on-boarding to 
Common Services, you should use those credentials to access SDE. 

Note: Common Services provides a Single Sign On function, which means that you may not always be required 
to enter your log-in credentials when opening the SDE application or other Common Services applications.
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Secure Data Exchange – Home Screen

1. The My Files area of the application is displayed on the home screen by default. This shows the list of active
files that you have previously shared with other accredited parties. Expired files will not be displayed unless you 
select the ‘Show Expired’ option on the right of the screen. 

2. File lists will include the date that the file was added, the file size and its status.



7

Sharing Files – Uploading a File

1. To share a new file, click the Share New File link at the top of the screen:

2. The Share New File dialogue box will be displayed. Click the Choose File button to locate and select the file that 
you would like to share (Note: that when uploading a file for sharing, you have the option to update the file 
name if required – simply update the File Name field)

3. Select an Expiry Date for the file using the field provided – Note: that if left blank, SDE will set the expiry date 
based on the maximum expiry limit of two weeks.

• The Directory and Tags fields can be used to add keywords to 
help you keep track of your files. These are optional fields and do 
not need to be completed. 
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Sharing Files – Adding Recipients

1. To select the individuals that you wish to share the file with, click the Add Recipients button:

2. Use the search field provided to perform a search for a recipient – Note: that only individuals who are users of 
the SDE platform will be available for selection. Click Confirm once you have added all recipients

• SDE will display any matching results as you type (Note: that 
frequently selected contacts will be displayed first)
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Sharing Files – Adding Recipients (continued)

3. When files are submitted for sharing, they are automatically checked for viruses.*

4. Once you have added and confirmed recipients, the file will be available for them to download. Note: that 
notifications are not sent to the named recipients, so you will need to advise them that shared files are 
available for downloading from their Shared With Me screen – refer to the Downloading files shared with me 
section of this guide for more information:

* As with all virus-scanners, encrypted files cannot be scanned. Fully Encrypted Files (e.g. Zip or .7z)  will result in an on-screen message 
stating that the file has not been scanned. This feature is due to be extended to other encrypted file types including those encrypted 
within MS Office tools, which are not currently flagged. Organisations are reminded of the need to maintain adequate virus protection 
software as detailed in the Market User Agreement.
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Sharing Files - Creating Distribution Groups

In addition to adding recipients individually, you also have the ability to create your own distribution groups. 
If you are frequently sharing files with the same group of individuals, you can create a distribution group to make the 
process of adding recipients easier and more efficient.

1. To create a new distribution list, click on your profile icon in the top-right corner of the screen and select My 
Distribution Groups:

2. Click the Add Distribution Group link:
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Sharing Files - Creating Distribution Groups (continued)

3. This will launch the Add Distribution Group dialogue box; enter a meaningful name for the group in the Group 
Name field provided and click Add:

4. The distribution group is now displayed on the My Distribution Groups screen:

5. When sharing files, you will now be able to perform a search for your group and select it from the Add 
Recipients screen: 
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Downloading files that have been shared with you

1. To open files that have been shared with you by other market organisations, click the Shared With Me link at 
the top of the screen:

2. The list of files that have been shared with you and are available for download will be displayed. Click the 
ellipsis button (…) to the right of the file that you would like to open and select the Download option. This will 
create a copy of the file in your local file storage area.



Signing Out Of Secure Data Exchange
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1. To sign out of Common Services, move the cursor to your name on the right top hand side of the screen. 
Note: you will only need to do this if you are sharing a PC.

2. Next time you sign in, you will have to enter your username and password as show on page 4.
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Additional Support and Training Aids

• Click here to view the Common Services Platform Secure Data Exchange video tutorial

• Visit the Common Services page on the LMTOM website for more information 

• If you have any queries or require further support, please speak to your in-house IT support desk or contact the 
TMEL service desk – Help@TMEL.co.uk

https://admin.tomsupports.london/wp-content/uploads/2018/09/Common-Services_v4.mp4
https://www.tomsupports.london/common-services
mailto:Help@TMEL.co.uk



